PAGE  

COOP Exercise [DATE] Evaluator Packet

Description: This is the first annual COOP drill for [AGENCY].  It will examine the use of the COOP plan for [AGENCY] in determining if all business units’ critical business processes are identified along with the responsible teams assigned to the tasks for the processes.  The COOP drill will be conducted in a table-top manner through the COOP Disaster Game facilitated by DTI.
Name: Name of Evaluator (optional)
Role: Participate in applying COOP plan to scenario
Responsibilities: The responsibilities the participant is expected to perform.
Location: [LOCATION]
Evaluation Objectives:

· Identify if plan elements in checklist exist 
· Record observations during exercise play by the participants

· Identify if plan elements are fully developed

· All agency teams are identified along with the team members belonging in those teams

· Critical processes are listed 

· Critical tasks are listed 

· Necessary resources are in plan to execute recovery based on scenario

Helpful Information:

· Copies of COOP plans should be available for review during drill
· Ask questions throughout drill if the information is not discussed or available in the COOP plan
· Provide feedback during Hotwash

· True emergency or end of exercise will be vocalized by drill planning team with the following statement: “The COOP exercise is now over” 
	Notes Section: Use this space to document any observances or notes that you may need to present at the conclusion of the exercise and/or your team.

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	


Evaluator Checklist
On January 4, 2007 The Department of Homeland Security Federal Emergency Management Agency (FEMA) issued a Fact Sheet regarding a National Incident Management System (NIMS) recommendation that strongly encourages State and local governments to voluntarily adopt the following National Fire Protection Association standards:

· NFPA 1600:  Standard on Disaster/Emergency Management and Business Continuity Programs (2007 Edition)

· NFPA 1561:  Standard on Emergency Services Incident Management System (2005 Edition)

This checklist relies heavily on these standards.  It also includes information contained in the Disaster Recovery Institute International (DRII) Professional Practices standards, and the National Incident Management System published by the Department of Homeland Security. The Business Continuity Institute Good Practice Guidelines and the British Standard for Business Continuity Management (BCM) BS25999.
There are inherent differences between emergency operations/response and business continuity and recovery.  This checklist is oriented towards business continuity and recovery.

The Rating and Risk Profile scales used in the evaluation process are defined as follows:

	Score Card Key

	Rating
	Characteristics

	5
	Ad hoc response; limited or no documentation; no standards; non-existent.

	4
	Some definition; informal but existent; some policies / processes / procedures; some metrics; limited scope / capability / visibility; some standards.

	3
	Good definition; some formality; good policies / processes / procedures; solid scope; standards exist although they may need some strengthening.

	2
	Strong definition; formalized practices, broad scope; strong policies / processes / procedures; strong metrics; strong standards; means to assess conformance.

	1
	Broad and deep definition / documentation; wide spread acceptance and conformance; measurements drive improvements.


	Risk Profile Key

	Risk
	Description

	5
	High Risk – may impact life safety issues, cause damage to image, or severely impede recovery activities.

	3
	Medium Risk – may reduce recovery effectiveness and / or efficiency.

	1
	Low Risk – may cause inconvenience or slower than desired recovery effectiveness and / or efficiency.

	0
	No risk or impact, no action required


Department/Recovery Team


Evaluator






Date  

	Plan Element
	Rating

(a)
	Risk

Profile

(b)
	Score

(a x b)
	Observations
	Comments /

Recommendations

	A.  Team Preparedness

	A.1  Did the Recovery Team bring the following plan reports to the exercise?

· Essential Personnel

· Process, Teams, People & Tasks

· Call List
	
	0
	
	
	

	

	B.  Incident Notification and Escalation

	B.1  Are notification procedures in place and is contact information current?
	
	5
	
	
	

	B.2  Are there an adequate number of alternate contact personnel.
	
	3
	
	
	

	B.3  Are alternate communication modes available for each contact?
	
	5
	
	
	

	B.4  Are employees trained on notification procedures when they are working after hours?
	
	3
	
	
	

	B.5  Have thresholds been established delineating when “routine” problems must be escalated 
	
	5
	
	
	

	B.6  Does <Agency> conduct periodic notification drills?
	
	3
	
	
	

	

	C.  Incident Management Team

	C.1  Has an Incident Management Team structure been established?  
	
	5
	
	
	

	C.2  Have an Incident Manager, command staff, and section heads been identified?  Have alternates for each of the preceding positions been identified?  How many alternates have been identified? 
	
	5
	
	
	

	C.3  Is there sufficient depth of personnel such that the unavailability of three or four individuals will not impact the operational efficiency of the team? Does the plan have Succession Planning and Delegation of Authority Documents attached?
	
	5
	
	
	

	C.4  Does the Incident Management Team have enough depth to sustain 24/7 operations for an extended period?
	
	5
	
	
	

	C.5  Have Incident Management Team personnel been trained in the exercise of their primary and alternate roles?
	
	5
	
	
	

	C.6  Do alternates participate in the primary roles during some exercises?
	
	3
	
	
	

	C.7  Does the Incident Management Team conduct periodic notification drills?
	
	3
	
	
	

	C.8  Are the Incident Management Team roles, responsibilities, and action items documented?  
	
	5
	
	
	

	C.9 How often is the Incident Management Plan updated?  What triggers updates?
	
	3
	
	
	

	C.10  Are copies of all action plans, contact lists, and other critical references documents available at each Command Center?  Does each Incident Management Team participant have copies of the documents relevant to their primary and alternate roles off site?
	
	3
	
	
	

	C.11  Has the <Agency> Incident Management Team practiced coordinating response activities /information transfer with other State of Delaware incident management entities such as DEMA?
	
	5
	
	
	

	C.12  Does the <Agency> Incident Management Plan contain procedures to deactivate the Command Center and conduct a post-action critique?
	
	3
	
	
	

	

	D. Continuity Facilities (Alternate Locations)

	D.1  Have multiple locations been designated as Alternate Locations?
	
	5
	
	
	

	D.2  Does each Alternate Location have adequate space for critical command functions to operate efficiently without interfering with each other including:

· Command – private area for discussion and decision making

· Communications

· Resource dispatch

· Information collection, analysis, and dissemination
	
	3
	
	
	

	D.3  Does each Alternate Location have back-up utilities?
	
	3
	
	
	

	D.4  Does each Alternate Location provide space for basic human needs (eating area, rest area, sanitary facilities, etc.)?
	
	3
	
	
	

	D.5  Does each Alternate Location have adequate communications equipment on hand to meet operational requirements?

· Internet access

· Telephones

· Fax machines
	
	5
	
	
	

	D.6  Does each Alternate Location have means to access public information sources?

· Television

· Battery operated radio
	
	5
	
	
	

	D.7  Has <Agency> made provisions for access control / security at the Alternate Location?
	
	3
	
	
	

	D.8  Has <Agency>  pre-positioned appropriate office supplies, 
	
	3
	
	
	

	D.9  Are there any access issues to the designated Alternate Location that could impede rapid activation?
	
	3
	
	
	

	D.10  Does <Agency> have written procedures to activate the Alternate Location?
	
	1
	
	
	

	D.11  Are all Essential Personnel aware of the Alternate Locations?  Have they actually visited each Alternate Location?
	
	3
	
	
	

	D.12  Are exercises rotated among the designated Command Center?
	
	3
	
	
	

	D.13  Does <Agency> have written procedures to deactivate and restock the Alternate Location  when the agency has reconstituted back to the primary location?
	
	1
	
	
	

	

	E.  Initial Response Team (IRT)

	E.1  Has <Agency> designated individuals to respond to an alarm condition after normal business hours?
	
	5
	
	
	

	E.2  Do written procedures exist for the Initial Response Team to evaluate the situation and to escalate the issue if appropriate?
	
	5
	
	
	

	E.3  Have the Initial Response team members been trained?
	
	5
	
	
	

	E.4  Have the Initial Response team members conducted exercises?
	
	5
	
	
	

	

	F.  Damage Assessment Team (DAT)

	F.1  Has <Agency> designated individuals to assess damage to the affected facilities, equipment, and infrastructure?
	
	3
	
	
	

	F.2  Have written damage assessment procedures and checklists been created?
	
	3
	
	
	

	F.3  Have vendors or other technical individuals been identified to assist the DAT?  Is contact information available and current?
	
	3
	
	
	

	F.4  Have DAT members been trained?
	
	3
	
	
	

	F.5  Have DAT members conducted exercises?
	
	3
	
	
	

	

	G.  Disaster Declaration Decision Process

	G.1  Does <Agency> have written procedures designating who may declare a disaster and activate business recovery teams?
	
	3
	
	
	

	G.2  Does <Agency> have written procedures on who may initiate an emergency tape / other media recall?  How many people are authorized?  Is the authorization list current?  Are the recall procedures documented?
	
	5
	
	
	

	

	H.  Recovery Plan Activation

	H.1  Do the recovery plans include contact information for all personnel in the unit? Is there a manual call list?
	
	3
	
	
	

	H.2  Do recovery plans indicate where their specific recovery team will relocate?
	
	3
	
	
	

	H.3  Do the recovery plans contain directions to the appropriate recovery locations?
	
	3
	
	
	

	H.4  Do the recovery plans have contact information for critical external entities (e.g. suppliers, vendors)?
	
	3
	
	
	

	H.5  Do the recovery plans have documented manual downtime procedures?
	
	5
	
	
	

	H.6  Do the recovery plans have written procedures to recreate lost data?
	
	5
	
	
	

	H.7  Do the recovery plans have written procedures to deal with the loss of hard copy vital records?  Can they reproduce or recreate these records?
	
	5
	
	
	

	H.8  Do the recovery plans have procedures to stabilize and preserve damaged vital records?  Have document preservation vendors been identified and pre-qualified?
	
	3
	
	
	

	H.9  Has the agency prepared an inventory of specialized skills sets, legal authorities, and licensing requirements for personnel?  Have single points of failure (SPOF) been identified?  Has a strategy been implemented to address the SPOF issue?
	
	5
	
	
	

	H.10  Has each business unit identified a team leaders and one or more alternate team leaders?
	
	3
	
	
	

	H.11  Has the agency communicated its recovery strategy and implementation procedures to all employees of the unit?
	
	3
	
	
	

	H.12  Does the agency exercise it’s plan on a regular basis?  Are exercise results documented?
	
	3
	
	
	

	H.13  Does the agency  have a corrective action plan to improve its recovery plan?
	
	3
	
	
	

	I.  Information Technology Recovery Implementation

	I.1  Has each IT unit identified a team leader and one or more alternate team leaders?
	
	3
	
	
	

	I.2  Does the IT unit plan contain a summary of the recovery strategy?
	
	5
	
	
	

	I.3  Has the  IT unit communicated is recovery strategy and implementation procedures to all employees of the unit?
	
	3
	
	
	

	I.4  Does the IT unit exercise it’s plan on a regular basis?  Are exercise results documented?
	
	5
	
	
	

	I.5  Does the IT unit have a roadmap to improve its recovery plan?
	
	3
	
	
	

	I.6  Does the IT unit have support responsibilities to assist others in their recovery efforts?
	
	5
	
	
	

	I.7  Is the recovery management structure adequate to maintain both recovery and support activities on a 24/7 basis for an extended time?
	
	5
	
	
	

	I.8  Does the IT Department have written procedures
	
	5
	
	
	

	Restoration of Critical Hardware

	I.9  Does the IT recovery plan document recovery priorities?  Does this priority listing take server/application interdependencies into account?
	
	5
	
	
	

	I.10  Does the IT recovery plan describe the department recovery strategy?
	
	5
	
	
	

	I.11  Are the plan’s recovery time objectives (RTO) and recovery point objectives (RPO) consistent with service level agreements (SLA) with end users.
	
	5
	
	
	

	I.12  Are the end users aware of the IT department’s actual (or estimated) RTO and RPO?
	
	5
	
	
	

	I.13  Does the recovery plan contain or reference recovery procedures for each computer platform?  Are these procedures current?  Are the written procedures stored offsite?  Are the accessible by more than one person?
	
	5
	
	
	

	Restoration of Critical Applications

	I.14  Does the IT plan document application recovery timeframes and priorities to satisfy current operational/business recovery requirements?
	
	5
	
	
	

	I.15  Does the IT recovery plan document the application recovery priority list?
	
	5
	
	
	

	I.16  Does the IT recovery plan include specific procedures for the restoration of each application?
	
	5
	
	
	

	I.17  Does the IT recovery plan include procedures for synchronizing critical computer applications?
	
	5
	
	
	

	Critical System Backup Processes

	I.18  Does the IT plan identify backup provisions for all critical applications?  Are the end users aware of the potential for data loss?
	
	5
	
	
	

	I.19  Does the IT plan document procedures for implementing emergency tape/media recall?
	
	3
	
	
	

	Critical Telecom/Network Infrastructure Recovery 

	I.20  Does the IT recovery plan documents any telecommunications procedures to redirect telephone circuits to alternate operating locations?
	
	5
	
	
	

	I.21  Does the IT recovery plan document prepared scripts to use in placing messages on main incoming telephone lines?
	
	5
	
	
	

	

	

	J.  Logistical Support

	J.1  Does the <Agency> recovery plan include processing for acquiring/receiving resources and setting up staging areas for distributing these resources to recovery teams?
	
	3
	
	
	

	J.2  Does the <Agency> recovery plan address means of expediting the acquisition of resources?
	
	3
	
	
	

	J.3  Does the <Agency> recovery plan include logistics status reporting as part of its ongoing monitoring of the incident response?
	
	3
	
	
	

	J.4  Does the <Agency> plan contain provisions for handling personal property affected by the incident (e.g., decontamination and return to owners)?
	
	1
	
	
	

	

	K.  Financial Support

	K.1  Does the <Agency> recovery plan include processes to record personnel time expended on the recovery effort?
	
	1
	
	
	

	K.2  Does the <Agency> recovery plan include processes to record expenditures on equipment, supplies, vendors, travel, and other expenditures related to the recovery?
	
	1
	
	
	

	K.3  Does the <Agency> have procedures to obtain the appropriate funding to support recovery activities?
	
	3
	
	
	

	

	L.  Recovery Exercises

	L.1  Does the <Agency> recovery strategy encourage exercises to training personnel and validate recovery procedures?
	
	5
	
	
	

	L.2  Are the various recovery units required to report their level of preparedness to the Incident Manager on an annual or more frequent basis?
	
	5
	
	
	

	L.3  Is there a process in place to track the resolution of problems/issues identified during exercises?
	
	3
	
	
	


COOP Exercise

Survey
Please circle the number that best represents your opinion on the following statements:

(1=Disagree, 2=Somewhat Disagree, 3=Neutral, 4=Somewhat Agree, 5=Agree)

1. I found this exercise to be a valuable experience.   1 . . 2 . . 3 . . 4 . . 5

2. As a result of this exercise, I see how my unit’s LDRPS COOP plan could be used to manage agency operations and recovery.    1 . . 2 . . 3 . . 4 . . 5

3. I feel that the exercise format is an effective method to provide an awareness of the business continuity program.   1 . . 2 . . 3 . . 4 . . 5
4. I feel the exercise promoted discussion and idea sharing within my business unit and the agency as a whole.   1 . . 2 . . 3 . . 4 . . 5
5. The exercise spurred ideas that I can use to further improve development of my LDRPS COOP plan.   1 . . 2 . . 3 . . 4 . . 5

6. I would recommend similar exercises to individuals in other agencies.     1 . . 2 . . 3 . . 4 . . 5

7. The exercise spurred ideas related to how an event would impact the agency as a whole unit, substantially enlarging the scope associated with restoring multiple business unit operations simultaneously. 

      1 . . 2 . . 3 . . 4 . . 5

8. I now have a better understanding of how my unit’s LDRPS COOP plan would be used to identify critical business processes and available resources to manage my business unit given an event or crisis situation.   1 . . 2 . . 3 . . 4 . . 5

9. I found the events depicted in this scenario to be plausible.     1 . . 2 . . 3 . . 4 . . 5

10. I believe a basic business continuity awareness program would be beneficial for the leaders in my organization.  1 . . 2 . . 3 . . 4 . . 5

Please indicate your business unit name:_____________________________________________________

Please indicate your role in the exercise: _________________________

Additional Comments/Suggestions:  _____________________________________________________________________________________

_____________________________________________________________________________________

_____________________________________________________________________________________
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